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1 Introduction to the Spring Security Applinfo Plugin

The Spring Security Applnfo plugin provides a Ul to inspect your security configuration.

& |f you aready have the spring-security-ui plugin installed you shouldn't install this plugin, sir
its own for users who want this information but not the entire Ul plugin.
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2 Security Configuration Ul

The plugin has one controller (Securi tyl nfoControl | er. groovy) andisavailable by navigating f

Configuration

The Configuration menu item displays all security-related attributesin Conf i g. gr oovy. The names om

Config Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

Name

active

adh.ajaxErmorFage
adh.errorPage
ajaxHeader

anon . key

anon. userAttribute
apf.allowSessionCreation
apf.continueChainBeforesuccessfulAuthentication
apf filterProcessesUrl
apf.passwordParameter
apf.postOnly
apf.usernamefFarameter
atr.anonymousClass
atr.oremembertdeClass
auth.ajaxLoginFormbrl
auth forceHttps

auth. loginFormbrl

anth neeFnrnwarrd

Mappings

Value

true

fogin/ajaxDenied

flogin/denied

¥-Requested-With

foo
anonymouslser, ROLE AMOMNYMOLUEZ
true

false

/i_spring_security_check

|_passwaord

true

j_username

class org.springframewaork . security . auf
class org.springframework. security . aut
foginfauthAjax

falze

foginfauth

falza

The Mappings menu item displays the current request mapping mode (Annotation, Requestmap, or Static)



Config

Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

SecurityConfigType: Annotation

Name Value
fsecure/admins/* [ROLE_ADMIM)]
fsecure/superusers/** [FOLE_SUPERUSE
fsecure/usersM [ROLE_USER]

Current Authentication

The Current Authentication menu item displays your Aut hent i cat i on information, mostly for referen:

Config Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica
Name Value
Authorities  [ROLE_USER]
Credentials  passwordl
Details arg . springframework. security web authentication WebAuthenticationDetalls @ffd 3270 RemotelpAddres
Frincipal org.springframeworke. security Idap.userdetails LdapUserDetailsimpli@9eadh&20: Dn: cn=personl,dc=d]

Enabled: true; AccountMonExpired: true; CredentialsMonExpired: true; AccountMonLocked: true; Grant
Mame personl
User Cache

The User Cache menu item displays information about cached users (this feature is disabled by default):

Config

Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

Mot Caching Users

Filter Chains

The Filter Chains menu item displays your configured Filter chains. Typically thereisjust one chain, appli



Config Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

URL FPattern Filters

Jhek org . springframewaork. security web .context. SecurityContextPersistenceFilter
org.codehaus.groovy.grails plugins. springsecurity MutableLogoutFilter
org.codehaus.groovy . grails plugins . springsecurity RequestHolderAuthentic ationFilter
arg.springframework. security weh . senvletapi SecurityContextHolderdwareRequestFilter
arg.springframewaork. security weh authentication.rememberme RememberieAuthenticati
org.springframework. security web authentication AnonymousAuthenticationFilter
org.springframewaork. security web access. ExceptionTranslationFilter
org.springframewaork. security web .access.intercept FilterSecuritylnterceptor

It is possible to have multiple URL patterns each with its own filter chain, for example when using HTTP |

Logout Handlers

The Logout Handlers menu item displays your registered Logout Handl er s. Typically there will k
implementations, or a plugin might contribute one or more:
Config Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

Logout Handlers
arg.springframewaork . security weh authentication.rememberme TokenBasedRememberiMeSenices

org.springframework. security web authentication logout. SecurityContextL ogoutHandler

Voters

The Voters menu item displays your registered AccessDeci si onVot er s. Typically there will be
implementations, or a plugin might contribute one or more:

Config Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

Voters
org.springframewaork. security . access vote AuthenticatedVoter
org.springframework. security . access vote RoleHierarchy'oter

org.codehaus.groovy.grails plugins. springsecurity WebExpression'Voter

Authentication Providers

The Authentication Providers menu item displays your registered Aut hent i cat i onPr ovi der s. Typi
own custom implementations, or a plugin (e.g. LDAP) might contribute one or more:



Config Mappings Auth User Cache Filter Chain Logout Handlers Voters Authentica

Authentication Providers
org . springframewaork. security. authentication.dao . DaoAuthenticationProvider
org.springframework. security authentication AnonymousAuthenticationProvider

arg.springframework. security authentication RememberMeAuthenticationProvider



3 General Notes
Securing Access

Be sureto guard accessto the/ securi t yl nf o url since only authorized users should have access to th
inthest at i cRul es property in Confi g. gr oovy:

grails.plugin.springsecurity.controllerAnnotations.staticRules = [

"/ securityinfo : [' ROLE_ ADM N ],
"/securityinfo/**': ['ROLE_ADM N ],

If you use database Requestmaps, create new ones:

new Requestmap(url: '/securityinfo', configAttribute: 'ROLE ADM N ). save()
new Requestmap(url: '/securityinfo.*', configAttribute: 'ROLE_ADM N ). save()
new Request map(url: '/securityinfo/**', configAttribute: 'ROLE_ADM N ). save()

Andif you usethei nt er cept Ur | Map approach, add mappings to that property in Conf i g. gr oovy:

grails.plugin.springsecurity.interceptUl Mp = [

"/ securityinfo: [' ROLE_ ADM N ],
"/securityinfo/**': ['ROLE_ADM N ],




